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(57)Abstract: 

PROBLEM TO BE SOLVED: To enable flexible cooperation between an internal 
network and an external network while preventing a physical means from directly 
trespassing on the internal network, when accessing from the external network. 
SOLUTION: A security system, which prevents unauthorized infiltration to 
terminals and systems decentralized by purposes by see-saw type switching 
technology is provided by constituting a switch connection controller for 
communication lines, which is interposed between the communication lines and 
exclusively selects a connection with one communication line and a connection 
with the other communication line. Thus, the external network and internal 
network are disconnected by the see-saw type switching technology with a 
control signal of an access request corresponding to a purpose, so data can be 
protected securely against an unauthorized action. 
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CLAIMS 
[Claim(s)] 

[Claim 1] The switch connection control unit of the channel which it is placed 
between channels and chooses exclusively connection with the channel of one 
side, and connection with the channel of another side. 

[Claim 2] The main control unit which performs verification and control of data, 
and the 1st buffer connected with the 1st channel, The 2nd buffer which is 
connected to said main control unit and stores a demand or data, With the 2nd 
switch which short-circuits and opens the 1st switch which short-circuits and 
opens said the 1st buffer and 2nd buffer, and said main control unit and 2nd 
channel, and the directions from said main control unit The switch connection 
control unit of the channel which consists of the switch tube system section 
which outputs the control signal for short-circuiting exclusively said switch of 
either the 1 st or a 2nd. 



[Claim 3] Said 1st buffer is the switch connection control unit of the channel 
[ equipped with a verification means to verify the justification of the demand or 
data from the 1st channel ] according to claim 1 . 

[Claim 4] Said main control unit is a switch connection control unit of the channel 
[ equipped with a verification means to verify the justification of the demand or 
data from the 2nd channel ] according to claim 1 . 

[Claim 5] The switch connection control unit according to claim 2 which was 
equipped with the 3rd buffer which stores a demand or data between a main 
control unit and the 2nd switch, and the 4th buffer which stores a demand or 
data between said 2nd channel and said 2nd switch in addition to the above. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 



[0001] 

[Field of the Invention] This invention is applied to the security in a network, and 

relates to an effective technique. 

[0002] 

[Description of the Prior Art] It is said that the spread of the Internet changes a 
business gestalt from the origin. 

[0003] As for a data center or a provider enterprise, the crime by access unjust 
these days by which even ** or an end user is always connected to the Internet 
is prospering. Now, even an individual is pressed for installation of security by 
the need from the government device. 

[0004] In order to prevent access to an internal network (intranet) from external 
networks (Internet etc.), the fire wall technique is known. 

[0005] All terminals and systems are connected on physics or logic in one Rhine, 
and the security of such a conventional technique judged **** logically by the fire 
wall. 
[0006] 

[Problem(s) to be Solved by the Invention] With the conventional network 
security technique, since all terminals and systems are connected on physics or 
logic in one Rhine, the trouble that an unjust invasion is possible is held. 
[0007] For that, it is safest to separate an external network and an internal 



network. That is, since it is not connected in any situations (destructive attack 
etc.) in one Rhine, an unjust invasion can be defended. 

[0008] However, if access to an internal network or access to an external 
network from an internal network is completely intercepted from an external 
network, the flexible employment between networks will become impossible. 
[0009] That is, separating an external network and an internal network physically 
has a possibility that real time nature and bidirection may be spoiled. 
[0010] This invention makes it a technical technical problem to enable flexible 
cooperation with an internal network and an external network, preventing a 
direct invasion into an internal network by the physical means to access from an 
external network. 
[0011] 

[Means for Solving the Problem] This invention is the switch connection control 
unit of the channel which it is placed between channels and chooses exclusively 
connection with the channel of one side, and connection with the channel of 
another side. 

[0012] That is, the security system which uses the switching technique of a 
seesaw type for the terminal and system which were distributed to 
purpose-oriented, and prevents an unauthorized entry is offered. 
[0013] The switching technique of a seesaw type enables it to protect data from 



a malfeasance certainly, in order to separate physically with the control signal of 
an access request [ / for the purpose of the external network and the internal 
network ]. 
[0014] 

[Embodiment of the Invention] 
[0015] 

[Example] Hereafter, the gestalt of operation of this invention is explained based 
on a drawing. 

[0016] Drawing 1 is the functional block diagram showing the concept of this 
invention. 

[0017] As shown in drawing 1, a purpose-oriented terminal and a 
purpose-oriented system are classified and distributed following three. 
[0018] Among this drawing, one is an internal network which holds important 
data and an important system, and consists of general-purpose networks which 
connected the computer system by the communication line. Here, the system 
which has the terminal or network which is not connected with a line wire 
including the cable or wireless indicated to be an internal network above is called 
internal network. Two in drawing is an external network. Network configuration 
components, such as a system, a terminal, or a modular jack which has the 
network or network where the external network is connected with the line wire 



including a cable or wireless, such as the Internet network, a public network, or a 
dedicated line, are called external network here. 3 is a control terminal (seesaw 
type switching security system) for controlling the internal network and external 
network used as the most important element of this invention. 
[0019] The control terminal 3 consists of the switch server 31, the switch tube 
system section 32, a buffer 33, a buffer 34, and a seesaw switching box (SSWB) 
35 further. Each of these function parts are explained in full detail later. 
[0020] In this system, as shown in drawing 2 , a control terminal 3 receives the 
demand from an external network, and has the function transmitted to an internal 
network. Moreover, the data of an internal network are received and it has the 
function transmitted to an external network. In this drawing, the seesaw 
switching box (SSWB) 5 is in the condition of having connected the buffer 34 
with the buffer 33, in order to tell the demand signal from the external network 2 
to the internal network 1 . 

[0021] Moreover, as shown in drawing 3 , a control terminal 3 receives the 
demand from an internal network, and has the function transmitted to an external 
network. Moreover, the data of an external network are received and it has the 
function transmitted to an internal network. In this drawing, the seesaw switching 
box (SSWB) 5 is in the condition of having connected the internal network 1 and 
the switch server 31, in order to tell the demand signal from the internal network 



1 to the external network 2. 

[0022] As a control terminal 3 is shown in drawing 4 again, in the both sides of 
the internal network 1 or the external network 2, it is also possible to transmit 
and receive a demand signal and a data signal bidirectionally. 
[0023] When using it in such the bidirectional mode, a buffer 37 is infixed 
between the switch server 31 and the seesaw switching box (SSWB) 35, a buffer 
36 is further infixed also between the internal network 1 and the seesaw 
switching box (SSWB) 35, and you may make it the inside of a control terminal 3 
serve as a bilateral symmetry configuration to the internal network 1 and the 
external network 2. In this case, a buffer 36 is held until an exterior side switch 
(SW2) closes the demand from an internal network. Moreover, when it judges 
whether there are any inaccurate data in a demand from an internal network and 
inaccurate data are detected, it has the function of filtering which cancels the 
demand. 

[0024] The buffer 37 has the function to hold until an interior side switch (SW2) 
closes the data by which the switch server 31 received the data from the external 
network 2, and proper processing was carried out. 

[0025] About actuation of the other control terminals 3, since it is the same as 
that of what was explained by above-mentioned drawing 2 thru/or 3, explanation 
is omitted. 



[0026] In addition, although only drawing 4 showed what made the inside of a 
control terminal 3 bilateral symmetry structure, such structure can be applied 
also when a control terminal 3 is used in which the mode. 

[0027] Next, the configuration, the function, and its actuation of each unit in the 
object distributed unit (unit distributed by purpose-oriented) of this example are 
explained using drawing 5 . 

[0028] The switch server 31 is constituted by the computer system and consists 
of a central processing unit (CPU), memory, external storage, an interface (I/O), 
etc. centering on the bus. The program is installed in external storage and a 
central processing unit (CPU) outputs the control-lead signal of the seesaw 
switching box (SSWB) 35 to the switch tube system section 32 by loading and 
carrying out sequential execution of the program concerned to memory. 
[0029] That is, the switch server 31 performs processing according to the 
purpose, such as requiring required data of an internal network, or planning 
adjustment of the demand from the data received from the internal network, and 
an external network by the demand from an external network. Moreover, the 
control signal for changing exclusively each gate by the side of an external 
network and an internal network (SW1 and SW2) based on the signal of a 
demand, data, etc. is sent to the switch tube system section 32. 
[0030] The switch tube system section 32 consists of two or more interfaces (I/O) 



focusing on a central processing unit (CPU) and memory. That is, the seesaw 
switching box (SSWB) 35 is controlled based on the control-lead signal from the 
switch server 31. 

[0031] Here, the switch tube system section 32 does not contact the data signal 
path on a network at all, but is supervising the switch server 31, a buffer 34, a 
buffer 33, and a seesaw switching box (SSWB), respectively, and has the role 
which manages the condition of a unit. 

[0032] And to a buffer 34 and a buffer 33, the control signal of each mode 
change is sent based on the information from switch server 31 grade. To the 
switch server 31, the mode condition signal of the above-mentioned buffers 34 
and 33 is sent again (see drawing 13 thru/or 14). Moreover, the switch change 
control signal from the switch server 31 to the seesaw switching box (SSWB) 35 
is received, **** with the mode condition of buffers 34 and 33 is judged, and it 
has the function to send a switch change control signal to a seesaw switching 
box (SSWB). 

[0033] Although buffers 33 and 34 have the almost same configuration, the point 
that direct continuation of the buffer 34 is carried out to the external network 
differs from the point that the buffer 33 is infixed between the seesaw switching 
box (SSWB) 35 and the switch server 31 . 

[0034] A buffer 34 is held until an exterior side switch (SW2) closes the demand 



from an external network. Moreover, when it judges whether there are any 
inaccurate data in a demand from an external network and inaccurate data are 
detected, it has the function of filtering which cancels the demand. 
[0035] The buffer 33 has the function to hold until an exterior side switch (SW2) 
closes the data by which the switch server 31 received the data from an internal 
network, and proper processing was carried out. 

[0036] The seesaw switching box (SSWB) 35 consists of a bistable device (FF) 
and a switch (SW1, SW2), and controls one switch of the switches 1 or 2 by the 
value of the indication signal T from the switch tube system section 32 inputted 
into a bistable device (FF) in the short circuit condition. 

[0037] That is, the seesaw switching box (SSWB) 35 receives the control signal 
from the switch tube system section 32, and it has the function which changes 
exclusively the switch by the side of the external network 2 and the internal 
network 1 (SW1 and SW2) by actuation of a flip-flop (FF). About this point, a 
truth table is shown in drawing 6 and the algorithm of a seesaw switching box 
(SSWB) of operation is explained to it. 

[0038] Thus, at this example, each unit shown above can have a clear role 
respectively, and can protect important data from a cracking action or an 
unauthorized entry by having been independent and distributing. Since the 
switch tube system section 32 does not touch the data signal path on a network 



at all especially, even if the crack of the switch server 31 or the buffers 33 and 34 
is carried out, it can be perceived and a seesaw switching box (SSWB) can be 
controlled. 

[0039] If the switch server 31 and buffers 33 and 34 are made into duplex 
structure using this control approach, the strengthening mold security system 
which changes automatically the unit by which cracking was carried out to a 
spare unit can be built. 

[0040] In addition, the following patterns can be considered as timing to which 

the switch server 31 outputs operational mode change directions (timing chart of 

drawing 15 ) on the occasion of actual employment. 

[0041] (1) The demand to a switch server changes to few time zones. 

[0042] If a time zone with few demands is investigated based on the access 

situation to the switch server 31 and an external demand is not received to a 

switch server in the time zone, a user will be told and the communication link 

with an internal network will be performed between them. 

(2) Change periodically. 

[0043] When there is no time zone when a demand is disrupted, connection is 
changed from the exterior to the interior for every time amount specified 
beforehand. The time amount which the communication link with the interior of 
per time takes by increasing the count to change can be reduced, and delay of a 



demand can be reduced from a user's external network. 
(3) Change for every demand of a user. 

[0044] For example, connection is changed at every inquiry of individual 
humanity news at the time of the application of wanting to see a certain specific 
individual's information among the individual humanity news accumulated in the 
internal network. Information can be kept by passing only necessary minimum 
information to an external network side. The above control of (1) thru/or (3) is 
performed based on the program installed in the storage of the switch server 1. 
[0045] Next, actuation of this system is explained using drawing 7 thru/or 
drawing 10 . 

[0046] In order to close either the switch by the side of the external network 2 
(SW2), or the switch by the side of the internal network 1 (SW1) physically 
(structure which is not short-circuited), even if cracking of the switch control 
command or information reception-and-transmission server (here switch server 
31) which controls switching of a SWSEC system even if is carried out, an 
internal network and an external network do not flow through the inside of this 
system (SWSEC) electrically. 

[0047] Moreover, he stations each unit control (the switch server 31, the buffer 
34, and buffer 33) and surveillance (here switch tube system section 32) which 
are not in contact with the data signal path on a network at all, and is trying not to 



receive the control from the outside by cracking by performing switch control. 
[0048] Here, also when a SWSEC system does not necessarily switch 
autonomously the timing which controls a switch 35, the switch server 31 issues 
a control command, and there is no demand from the external network 2, it can 
switch. When a demand is while being cut with the external network 2, the 
demand concerned is accumulated in a buffer 34 by switching and connection of 
a SWSEC system changes to the external network 2 side by it, the demand 
concerned is transmitted to the switch server 31 from a buffer 34. 
[0049] When transmission of the switch server 31 and the external network 2 
does not break off and continues, the time amount periodically connected to the 
internal network 1 is established, and the data which should be protected are 
transmitted to the internal network 1 . The data which should be sent from the 
switch server 31 during transmission are stored in a buffer 33. Moreover, when 
there are many amounts of transmissions, the request to the information which 
does not need to be kept can always be received by preparing the information 
server (not shown) containing except the information which should be kept in an 
external network side. 
[0050] Next, actuation is explained. 

[0051] If there is a demand from the external network 2 side to the internal 
network 1, the demand signal will be accumulated in a buffer 34. 



[0052] Here, it judges using the filter program for which what has an inaccurate 
demand, or a just thing was installed in the central processing unit (CPU) in a 
buffer 34 by external storage, and the demand will be canceled if inaccurate. 
[0053] Next, if it is in packet buffer mode which shows the condition (condition 
that the internal network 1 and the switch server 31 are performing data 
communication) that the switch (SW2) of a seesaw switching box (SSWB) is cut 
(disconnection), a demand will be accumulated in a buffer 34. It stands by until it 
becomes the packet through mode which shows the condition (condition that the 
internal network 1 and the switch server 31 have ended data communication) 
that the switch (SW2) of a seesaw switching box (SSWB) is connected. 
[0054] Termination of data communication of the internal network 1 and the 
switch server 31 sends out a control signal for the switch server 31 to change 
connection of the switch of the seesaw switching box (SSWB) 35 from a switch 
(SW1) to a switch (SW2) at the switch tube system section 32. The switch tube 
system section 32 which received this control signal sends out respectively the 
control signal for making into packet through mode whether the condition of a 
buffer 34 and a buffer 33 is packet buffer mode, or to be packet through mode, if 
it supervises and has become packet buffer mode to buffers 34 and 33. And if 
the control signal which shows the notice changed into packet buffer mode is 
respectively received from buffers 34 and 33, the control signal for changing 



connection of a switch from SW1 to SW2 to a seesaw switching box (SSWB) is 
sent out. Moreover, if it is packet through mode, the control signal for changing 
connection of a switch from SW1 to SW2 is sent out to the seesaw switching box 
(SSWB) 35. 

[0055] Said demand is inputted into the switch server 31 (switching control and 
information reception-and-transmission server) via the switch (SW2) and buffer 
33 of a seesaw switching box (SSWB). 

[0056] In the switch server 31, a central processing unit (CPU) judges proper 
and the purpose of a demand which were inputted above using a filter program, 
and if inaccurate, the demand will be canceled. 

[0057] When a demand is proper, the control signal for changing connection of 
the switch of the seesaw switching box (SSWB) 35 from SW2 to SW1 is sent to 
the switch tube system section 32. 

[0058] The switch tube system section 32 which received this control signal 
sends out respectively the control signal for making the condition of a buffer 34 
and a buffer 33 into packet buffer mode to buffers 34 and 33. And if the control 
signal which shows the notice changed into packet buffer mode is respectively 
received from buffers 34 and 33, the control signal for changing connection of a 
switch from SW2 to SW1 to the seesaw switching box (SSWB) 35 is sent out. 
[0059] Next, if the seesaw switching box (SSWB) 35 receives the control signal 



sent from the switch tube system section 32, connection of a switch will be 
changed from SW2 to SW1 by actuation of a flip-flop (FF) (refer to drawing 8 ). 
[0060] The switch server 31 sends out the demand suitable for the purpose to 
the internal network 1 side. 

[0061] Next, the internal network 1 sends out data by the demand sent from the 
switch server 31, as shown in drawing 9 . 

[0062] The data concerned are sent to the switch server 31 via the switch (SW1) 
of the short circuit condition of a seesaw switching box (SSWB). 
[0063] The switch server 31 is formed in the proper format which suited for the 
purpose of the data. Based on the program installed in external storage, a 
central processing unit (CPU) performs this shaping. 

[0064] Next, the switch server 31 sends out the data fabricated above by the 
buffer 33 which is packet buffer mode at the same time it sends the control 
signal for changing connection of the switch of a seesaw switching box (SSWB) 
from SW1 to SW2 to the switch tube system section 32. 

[0065] The switch tube system section 32 which received the control signal from 
the switch server 31 sends out the control signal for changing connection of a 
switch from SW1 to SW2 to the seesaw switching box (SSWB) 35. Then, the 
control signal for making the condition of a buffer 33 into packet through mode is 
sent out to a buffer 33, and the control signal which shows the notice which 



changed into packet through mode is received from a buffer 33. 
[0066] Next, it is inputted into the buffer 34 with which data are packet buffer 
mode from the buffer 33 via the switch (SW2) of the seesaw switching box 
(SSWB) 35 as shown in drawing 10 . 

[0067] A buffer 33 sends out the notice signal (buffer empty signal) to the switch 
tube system section 32, if it finishes transmitting data. The switch tube system 
section 32 which received the buffer empty signal sends out the control signal for 
making it packet through mode to the buffer 34 which is packet buffer mode. 
[0068] The buffer 34 which received this control signal makes an own condition 
packet through mode, and answers the switch tube system section 32 in the 
control signal which shows the notice which changed into packet through mode. 
[0069] Thus, data are transmitted to the external network 2. Next, the example of 
application of this example is explained using drawing 1 1 . 
[0070] In this drawing, the case where it is required of the data server (internal 
network 1) installed in the company from the web server 1 102 which has put the 
authentic act of Individual ID and a user attribute in Internet shopping on the 
provider, for example is assumed. 

[0071] The external network 2 is connected to the Internet 21, and the Internet 
21 concerned is connected to a provider's web server 1102 through the router 
1101. This web server 1102 is connected to the Internet 22 through a router 



1 103, and the user terminal 1 104 is connected to the Internet 22 concerned. 
[0072] In the case of this drawing, actuation which outputs an authentication 
result as data from the internal network 1 based on the authentication demand 
from the external network 2 is performed, but this actuation is realized by 
above-mentioned drawing 7 thru/or explanation of drawing 10 . 
[0073] Drawing 12 is a configuration in the case of the terminal unit 21 installed 
in domestic [ individual ] corresponding to an internal network, transmitting the 
download demand of musical piece data to the web server 1203 of the provider 
who is an external network, and receiving musical piece data from a web server 
1203 to this. 

[0074] In this drawing, through the router or the modular jack 21, the Internet 
1201 is accessed and the Internet 1201 concerned is connected to a provider's 
web server 1203 via the router 1202. The musical piece data for music 
distributions are stored in the web server 1203. 

[0075] In such music distribution service, transmission of musical piece data is 
required from a web server 1203 from the individual terminal unit 11. If attested 
by the approach which the demand concerned is received by the web server 
1203, and this does not illustrate, musical piece data will be received by the 
control terminal 3 via a router and a modular jack 21 through the Internet 1201 
from a web server 1203. About the procedure of reception of data, it is realizable 



similarly by above-mentioned drawing 7 thru/or explanation of drawing 10 from 
dispatch of the demand at this time. However, in above-mentioned drawing 7 
thru/or explanation of drawing 10 , it is necessary to read "a demand" as "data" 
and to read "data" as "a demand." 

[0076] Moreover, it is possible to make this system intervene also in a data 
center enterprise, personal PC terminal, etc. in [ LAN ] a company and a provider 
besides the above example of application. That is, it is not limited to an 
above-mentioned example and its above-mentioned example of application, any 
parts on a network can be made to intervene, and this invention can maintain the 
internal security for every network. 
[0077] 

[Effect of the Invention] According to this invention, since it separates with the 
control signal of an access request [ / for the purpose of the external network 
and the internal network ], an exchange of data is attained, without spoiling real 
time nature and bidirection. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing the principle configuration of this 
invention (1) 

[Drawing 2] The block diagram showing the principle configuration of this 
invention (2) 

[Drawing 3] The block diagram showing the principle configuration of this 
invention (3) 

[Drawing 4] The block diagram showing the principle configuration of this 
invention (4) 

[Drawing 5] The detailed functional block diagram of an example 

[Drawing 6] The configuration and table of truth value of a seesaw switching box 

(SSWB) of an example 

[Drawing 7] The connection control unit actuation explanatory view of an 
example (1) 



[Drawing 8] The connection control unit actuation explanatory view of an 
example (2) 

[Drawing 9] The connection control unit actuation explanatory view of an 
example (3) 

[Drawing 10] The connection control unit actuation explanatory view of an 
example (4) 

[Drawing 11] The system chart showing the example of application of an 
example (1) 

[Drawing 12] The system chart showing the example of application of an 
example (2) 

[Drawing 13] The flow Fig. showing the shift procedure from the external 
communicate mode to the internal communicate mode in an example 
[Drawing 14] The flow Fig. showing the shift procedure from the internal 
communicate mode to the external communicate mode in an example 
[Drawing 15] The timing chart of the connection control device of an example 
[Description of Notations] 

1 Internal Network 

2 External Network 

21 Internet 

22 Internet 



3 Control Terminal (Control Unit) 

31 Switch Server 

32 Switch Tube System Section 

33 Buffer (2nd Buffer) 

34 Buffer (1st Buffer) 

35 Seesaw Switching Box (SSWB) 
1101 Router 

1120 Web Server 

1103 Router 

1 104 User Terminal 
1201 Internet 
1203 Web Server 
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7 *■> P> ftgP* -y t> 7 - 7 'x© 7 7 -tr K jfi»T £ ft 

TLS3i:, *y h7-7fflS©*«*affl*^Br(ili: 

[0 0 0 9] 0*0, na»v h7-74F»3g|5*-y h7 
-74 fc&gWKSJ D Jtf C £ li U 7/1/ 7-Y Att^T? 

iRitt*<ii«:*>n*3Bn^**. 

[0 0 10] #8IJ3fcl:, h7-7fr5><D77-tr 
XK»U ^aW^|StcJ;^Trtg)5^>y h7-7rt^© 

h 7-7 4:<0fHtt4a»%nrgE 4: 1" 3 c 4££ffiWH!S 
4"f 5 0 
[0 0 1 1 ] 

£ft, -#il©)IfflB4<D&li4, flS#©jMBi:©8 
M4 ^^ffi^tcStR-r §iiffgg£D7-l' -y f-g W#SB 

[0 0 12] -r&fr-S, IttffJfciMRUfcWIsKRtf^X 
x2>£, '>-y-ScD7-r-y^>7Wj^V^IE«A 

[0 0 13] ->-7-S^X^>y^y7*S^cj;f3, ft 
SWfcfl.ffl$**y- l-7-74FW*-y H7-74£§6%: 
£ Dfc7 7 -t ^B*0»JIPffll#lc iot^O »T 
^jEff^fr 5) # 5 C i; AWfil t f£ 5 o 

[0 0 14] 

[0 0 15] 

[0 0 1 6] 01 it, *«W©«8:*^«i7*Dy7 

[0 0 17] Hnc^-f^c, SW9J©iB*atf5/7, 
fA$WTO 3 OtC^JH • 

[0 0 18] fflt, 1 It, Igaf-^^f^fA^ 
«*-rsrtSP*y h7-7T'fe0, nytfa-^i/Xr 
A*iHtE]*n?»tt L feiUfflO* •> h 7 - 7 1»«fi8 2 ft 
•CVSo CCT% rtSP^-y h7-74{i, IMK^M 

Wt*V h7-7^Wr§7XxA^rtg(5^-y h7-7 
t^0 o m*2lMffl*v h7-7T*S5o CiIT-ng|5 
^•y h7-74(i, <y h»*Sv^±4>«IB* 
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r>T^Z*v h7-*&3Wi*v YV— 9 
;*7^**^W:****l^«:*5>:i7--5>+ >y £#0* 
>y H7-*««ffl$fc*flg|5*v tV-ft^S, 3«, 
*5BflO«t«B4»Ri:4*» fia5*<y h7-*£ft 
»*<y h7-^i:*SJffli-rsfe*©i&JSMS* (S/-V- 

[0 0 19] &Jffittl*3»* S&fc, A3 

feitfiz-y-X-r-y^-y^'y^X (SSWB) 3 5 

[0 0 2 0] CO-yXx-McfeVT, 8»J»4S5fc 3 «\ El 
2fc^f<fc^lc, ftg|5*>y b7— *fr50g#*£© 

u rtgp^.<y by-t^mmirzmmzGLT^Zo $ 

fc, F*iW*'y h7-*0x-**3#U «.»*vh7 

y-x^7^y^7^x (sswb) 5 a, fl.ff*-y 

K7-* 2 fr£0g#ft#*rtap*'y h7-* 1 
SfcSMC ^777 3 4^777 3 3 tmMLfcViB 

[0 0 2 1] $fc, MWl7tc3tt> 03£Srfct3k:, 
h7-***&0B#*»IU ftS5*vh7- 

*^rbTv^* 0 HBtfc^T, v^y-x^-y^y^ 

>y*X (SSWB) 5fi, rtg|5*y h7-*lfr5©g 
h7-^2K{5*.3fci6£> rt»*«y 
h7-^ 1 fcX^y^lr- /S3 1 

[0 0 2 2] $ij«*3tif ft. BUfcjjVT.kSfc:, rt 
»*«y 1 £fc«fl.g|$*<y H7-* 20mH\n%> 

[0 0 2 3] CO«fe5*^|R|Ot-KTffiffl-rS«^ 
K«» X-T>yf-9— 1 i^y-y-XY-y^-y^p-y 
*X (SSWB) 3 5£<DF^C/W77 3 7^SU 
£P>Krtgff*>y h7-£ 1 V-X-f -y^y^y 
^X (SSWB) 3 5fcO|fflfc:fc-H«y77 3 6*fl*L 
Ts »J«4a*3rt^rtai5*-y h7-^ l „ h7 

C<Dm&> 3 rtSB^-y h7-^*^©S 

S^gPffllJX-r-yf- (SW2) tfHttSS-?, ffi^fT 
§o £fc, rt»*y h7-*fr60B#fc*IEfcf f -* 

[0 0 2 4] /W77 3 7&, ft95*'y h7-* 2fr<b 
x-*£rtg|MIJX^-y^ (SW2) &ffiU5£T\ Uft 



[0 0 2 5] *©tt0«WB*30irf1sfcO^Ttt, tu 

$00 2 nm 3 ?*mw u & t ra#z?s *©t?ww« 

[ 0 0 2 6 ] * fc, *fJ»4S* 3 rt£££*flfaif3i Lfc 

[0 0 2 7] 05*fl§(At, #£Mm<D*7i?x. 

h) fcfettS&a^y h0«/& WHatf*0«ff*K 
[0 0 2 8] x-r-y^ir-^3 l fi, nyt! a-^x 

(cpu) , wmzmmm. ^y*-7x-x 

(I/O) *T?*fi8SnTV^. ^KftSBtcteTn 

^A*wxh-;b^nr*5 0, **j&ggii (cp 

U ) tt mtfu 9=> L& * * U fc a - K L TJffitetfrt 
§ei:{CckoT, Xf>y^B*JgP3 2tc^LT£/-y- 
Xl'-yf-y^-y^X (SSWB) 3 5 0SJSBBSM# 

[0 0 2 9] X-r-yf-tt-zU 1 fi» 

x-^^S^Lfct), rtBC^y F7-^i!)^§(«of; 
T—j* £ ^g|5* >y h 7- * ft* 6 ©g*cD8-a-tt£ 0 5 

^n^nwy-h (swiMsw2) *%tmmc®*) 

[0 0 3 0] X^'y^W$i|g)53 2tt, ^^aSK (C 

pu) feisty *^taa©i'y*—7x—x 
(i/o) T*fli^$nTv^ 0 -rat)^, x^-y^- 

/^3 1 ^P.O$i|fflI^ffl^a-^^Ti/-y-X^-yf- 
y^-y^X (SSWB) 3 5£f|iOTf 5<fc-5lC&oT 

[00 3 1] C(IT\ X-T-y^g*iJg|3 3 2M\ ^->y h7 

fyft-M3 1, ^77 3 4, /^>y77 3 3, i/- 
y-X-T-y^y^y^X (SSWB) **n«Tj£1S 

•So 

[00 3 2] LT> /W77 3 4, /^77 3 3CW 
LTtt, XY-y^-9--/^3 1 ^6®fl|«*7ct#«fl!) 

K«HOM»fl|^*aSS 0 (0 1 37iS 1 4 
!S) Sfc X-T-yf-»r-M3 ltWLTtt, ±!B©/^y 
77 3 4, 3 3©t-Fmil^il5o X^-y 
3-V-A3 1 A^i/-y-X-r>y^y^"#>y^X (S S 
WB) 3 5^<DX^'y^9#*ft]Wi*f*§tt, /^y 
773 4, 3 3 0*- KlflSfcoaiEfcWBiU S/-V 
-XY-y^y^#.y^X (SSWB) {C»LTX^-y^ 
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CO 0 3 3] /W77 3 3fc«fctf3 4 &{S{£|5«©<i$ 
*#LTlr**tf, ^777 3 4WS*>y h7-^tCit 

V^y^X (SSWB) 3 5 £:X^-y?-t>--M3 1 t 
©^cftg£nT^5£tfft&;i>o 
[0034]/W7734tt, fla5*y h7-*fr&© 

b***mwii;wv?- (sw2) jwbi;**^ 

[0 0 3 5]M'>7r3 31i, rtS$*>y l>7-*fr?>© 

-zttftmMv? csw2) *^c5*t\ 

[0 0 3 6] J/-V-^yf>^yir7 (S SW 
B) 3 5B, 7'J-y77n-y7if (FF) fc, X^>y 
* (SW1, SW2) fc-ffftSSnTtS*), 7 'Ay 7*7 
n<y7j|? (FF) fcA#Sn3*-l'v*-«M»3 2fr 
e«C)|t^ff^TCDfttCj;oT, X-Ay^-1 £fcfi2©^ 
■f nfr©x^f <y f-^SKSUQKKSiJIlSI-r « «fe 5 fc&o TV> 

[00 3 7] OSO, •>-V-^'yfy^7i'7 
(SSWB) 3 5tt, X^-y^W$iJgP3 2frP>©8iffl« 
9***, 7'J'y77077 (FF) ©S&mc«fc»A ft 
g|5^ -y h 7-^ 2 H i: 7h7-^l iJcDXl' >y 
(SWlRtfSW2) *i«lC«0i^5»SL 
Tl">3<> C©j±UCO^-ni> H6tcKSfig^LT^ 
-V-XJvf-ysfXyZZ (SSWB) ©iMt7;i/:J 
DXAW^LTl^o 

[0 0 3 8] £©£?£, *HSIfiljTf« % ±mc^t& 

5 c £ T% * 7 -y * > ^ff » WIEftAfr 5 AtfJ&x- 
**^«<:i:A^*4o WK, X^-y^g$i)g|53 2tf* 
•y h7-^±©x-7fB^Mc£ofc<S«LT^& 
^/c#k X^7f^3 1^^77 3 3, 3 4*^ 

fy^y7X (sswb) CfctfT***. 
[0 0 3 9] CtD{a«Wi**fiJfflLT, XY-y^+>— A 
3 1^^773 3, 3 4*7\a-7Vy- *X#fififc'*- 
tltf, ?7'y*yy£ttfc:i->y h^«(Da--y MC 

[0 0 4 0] 4*5, H&<E>aWcKLTX^y 
3 1 tfilffl*- KttBJBS (01 5©*-f5>^+- 

[0 0 4 1 ] ( 1 ) X^ -y^-9--/W£Dg^AV>^i / ^ 
[0 0 4 2] 1 ^©T^-feXtftfl^S 



(2) ^TOc«0#^.§o 

[0043] b*© i:*n* wniwfwftv^i^s 

7- * 6 B*©51SE*» h ? C t tfT* S § o 

0) a— v-v>mtzt\c®*)mz.z> 0 

[0 0 4 4] MZlf. rtas^y h7-^cS«LT^5 
77'J a y©B#fc, flAflHROMt^frgQlItt 

©i 5 4 (1) (3) ©SMffiHi, Ml 
©fH1iSKtci'>Xh-;l/Sn/'c7°P^7AtcS^>T 

[0045] ^c, mrn^mi ozm^r, #^xf- 

[0 0 4 6] *yXfi (SWS E C) fjfi, BOWK 
^SP*y l^-^WOX'f'y*- (SW2) SfcfirtS! 
*>y h7-^ lfiiJ©X-T<yf- (SW1) ©i^-ftlfr-yj 

L,*rt»i;fc^ osisu&vMiiig©) fcii^sws 
EC-yxf^x-Y'^y y*»JSPf -sx^-y f-frjwi 
^SfcttflHKJSflhJ--/* (<i<:T*{ix-r<y5 L +)--M3 

1) *^7'^yx*?nTt, h7-^tn» 

[0 0 4 7] ^<y h7-^±©x-^fi^-SSStC 

U ^777 3 4, ^777 3 30) Mf9RCflgli»M 

8H*fT 3 c 4: T* ^ ^ y +• > J: 5 ftffifr 6 ©»J»*S 

[0 0 4 8] CdTii, X^7f3 5«im^^5 
SWS ECv'XT-AA^gftWtCX^-y^i/^-r 
5iRTiift<, X^-y^-9— ^3 1 jWWIWIM^*af C 

XY >y ^> ^*fr 3Ctm^o X Y <y >^lc J; -a 
T, fl8B*-y h7-* 2 fcWBfSnTV^fflfcB^ft 
ofcJf^ti, /^y-77 3 4KSB®#Jb<SM£tu SW 
SEC ->XxA©SMA s ng|5^ -y h 7-^7 2 Micty *) W 

3 1 tCfE)i^ni>o 

[0 0 4 9] X^7ff-^3 1 h7-^7 2 

©easA^«in4<a<«^(±, ^wwtrtss^y h7 

1 lcSE«t*l*IIB*R^ ^ , *^*'r-^*rt»* 
>y bV-t 1 tce^fSo <E32i4'(i:X^>y5 : -9--M3 1 

/i^^it^tf-^s, M777 3 3tcs®$n« 0 

TV^«iIWB"9— ^ (B^-arf) Zftflfrv bV-?mic 
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£3?B#gtt tttt § £ t i)*V f §0 
[0 0 5 0] ZLKWiftZWRtZo 
[00 5 1] ftm-v h7-^2«3{p6rt»*y F7- 

[00 5 2] llT, gJfob^IEfcfcOfrlESfc&flDfr 
^777 3 4 rt©*»igfi (CPU) WMHEtt 

[0 0 5 3] ^tc, >>-y-X-f y?-y>f$y?Z (S 
SWB) ©XY-yf- (SW2) AW (Mtt) £ftTl^ 
§«1 (rtS5*'y F7-* 1 4:X-fy ^9-/^3 1 fctf 
7*-^fflfll*ff t>TV>S«!S) *gHv<$ry hA777 

t-FT-fctuf, s*any77 3 4tsa$ns 

V-XJvf-yfXytT* (SSWB) OZJy? (S 
W2) «^n§«l (rtffl5*v h7~* 1 £X^>y 

A-7-y FX;t/-*-F£&S3;T'fW So 
[0 0 5 4] rtffi*>y F-7-^7 1 M3 1 

ff J r-*mm*&7+&tX'f>y ! ?-V-rt3 1 #X^>y 
f-*WJffi3 2{C>'-y-X-l'>y^y Wy^X (S SW 
B) 3 5<DX-r-y^O^^X-r-yf- (SW1) fr5>X 

-ry* (sw2) t«jo»Asfcft©wj»«^*asa-r 

So COMWfcWIttBofcJU'y^lMatt 2B, 
^77 7 3 4&l>VVy77 3 3®ttSI*V^y h^<y7 
7*- Ffc&oT^5*v^7-y FX;!/-^— Flc&oT 
l^Sfr^ggiU /^-y hA7 7 7€-Ft%oT^n 
if, /Vr-y hX;l/-*-Ffc*3fc#®*J|«I#*&« 
^777 3 4, 3 3fcaSffi-TSo ^UT, /^7hM7 
7 7t- KfcgMUfcajBfc^f »J»M^*2r*>Vy 7 
7 3 4, 3 3;fr55ttflK3 4:, i'-V—7>'fy*y?$ 
7 7X (SSWB) tMLT^'yfOg^*SWlfr 

t\*rv Fx;l/-€— Ffc&oTvntf, *>-y-x 
sfvT-yftfvtx (sswb) 3 5tx-ry^-©tfttt 

« S W 1 P> S W 2 icgj 0 g£ § fcgoffl WI3«&tiJ 
[0 0 5 5] BijfSgSt<ti> -y-y-x-f -y^yytf-y* 

X (SSWB) CDX-T>y^ (SW2) &t>*M>y77 3 3 
^SSLT, Xf-y^lr- ^3 1 (XY7fy»S 

[0 0 5 6] XY-yf-9— /^3 1 T(i, iWfBT*A2;£n 
fcg*©j§IERO ; gW£, 4>*MaSB (CPU) #7 

[0057] g*«E -y-y-x-< 

-y^y^-y^X (SSWB) 3 5©X^yf-0«^* 
^B»Jg|5 3 2fc£S 0 



[00 58] C LfcX-T >y ^mfijgl? 3 
2ti, M777 3 4M/W77 3 3©lj;i^7 h 
/< <y 7 7 *— F iCt 3 fcfcOMIIflM***/ W 7 7 3 
4, 3 3{C^tH-T5 0 *L-T, /^yh/^77t-F 
fci&L1tMto%7jK-tMWmtt&*'*yy7 3 4, 3 
3^6*»**fc, ->-y-X^7fy«7^7, (S 
SWB) 3 5t£»LTX>ry^O»»E*S.W2^5SW 

[0059] *ic, x^-y^gfras 2*^j3S6nrt 

fcSiJWf^i/-y-X^-yf-y^>y^X (S SW 
B) 3 5tf§ttKSi:7'Ay7'7P-y7' (F F) (DitjfF 
fc=fc<3, X^>y^cD^M%SW2A^SWnc^D#* 
§ (08#M) o 

[0 0 6 0] ^7fi7-A3Hi, rtW^y 

1 fflfclW££ofcg3R*3tffl-f So 
[00 6 1] rtSP^y F-7-^7 1 {4, 09fc^1" 

X^-y^+t— A3 1 ±»)SSe.nT*fefi*£J: 
D, x-^^tH-TSo 

[0 0 6 2] S^r-^fi, -y-y-X-l'-y^y^K-y 
*X (SSWB) (DSIStt^Xl'-y^ (SWl) 
SLT, X-r-yf-9— A3 lKiS&ftSo 

[0 0 6 3] 7^7f1f-^3 1 tt, ?Of-^5IW 

fifc^yxF-;l/£nfc7 , n^AtcS^T4'*&JI 
SB (CPU) 

[0 0 6 4] x-r-y^ir-^3 1 tt, y-y-x 
-r<y^-y^3l-*>y^X (SSWB) OX-f «y ^©SMjc* S 
W1^5SW2^»3#*Sfci60*JWm#*X^'y^ 
2fci3t3fcHB*fc: x A^r-y F/ J 5-y77 ; &-Ft 
* o TV>S / *<y 7 7 3 3 tcmsVOMi titer 1 - $ 

[0065] x-r>y^-9--^3 1 frzvmmmzgv 
«oftxYyf-tjjai3 2H, sz-y-x-f-y^y^ 

>y^7X (SSWB) 3 5KX^'yf-©»«*SW1^6 

T> ^777 3 3cD^^^>y hX/P-t- FfCfS 
fc*©»JWfll#*/^y7 7 3 3fc^ttiL> ^7--y FX/l/ 
-*-Klc*HLfca»l*w'rilfP«**^y77 3 3 
A^SttKSo 

[0 0 6 6] 121 OtC^f J:3tc, 7*-#tfAy 

77 3 3*>P I >'-V-X^7f >7'>f 7^X (S SW 
B) 3 5©X-T-yf- (SW2) £H*CT, /^yhM 
■y77^-Flc%^Tl^SA-y77 3 4{CA^^tlS 0 

[0 0 6 7] /Vy 77 3 3 «, 7*-**aSfllL»*>*i: 
^©iiftlfg^ (/^y7 7xy7r^ff^) ^X-r-y^-B 
«g|53 2 (C^ffi-rs 0 /^777l>7°f^iWtffi 
•7fcX^-y^BSiJg|5 3 2(4, /<^-y F^<y77^-FtC 
4711^^777 3 4tJitLT/^-y hX;l/— €~F 

[0 0 6 8] C(DUWm^m^fz^yy7 3 4 
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wsiigP3 2(cMt-ri.o 

[0 0 6 9] CCDkolCLTT-ZtiW^Zy hV~? 

2 tce^ £n§ 0 *nmmv>mmm*m 1 1 

[0 0 7 0] HBTC*H\ fc£*(4\ ^>^7hv'3 
>y \Zy9\Cim*m)\ I D k a— f-MttcDHEfT^ 

rttHBsnfex-^-y-- x (rtgp^>y h7-^ i ) -\ 

[00 7 1] h7-^2«, ^>£-*>yF2 

1 K»**nr*t), sstf h 2 1 «, 

£110 1 ItiXLT-fu/^ ?W i^-M 110 2 

fcg^nTi/^o co^xT^-mi 102a, 

* 1 1 0 3*^LT-f^^-*y h2 2fcStt*n» S 
h 2 2 tc«a— 1104 

[0072] nHa>*&, ftg|5*<y h 7-^2^5 CDIS 

-ft LZ&tltzmftttn 5 *\ C QflfHij)ti£0>H 
7 75501 0<0lWT*iSnS. 
[0 0 7 3] Hi 2(4, ffi\©#EfirtfcKH£n;fciS* 
SB 2 ltfrtSB*? h"7-*KK3U fli5*y F7- 
7T*S7*D;U^Ox7"'!t-Al 2 0 3fc3tLT* 
ffif--2©2'7ya-Fg*£iM{IU Ctifc*fLT7 
x7*-9— Ml 2 0 3*»6«lftf f -**«ffllf*«^O«| 

[0 0 7 4] ^BHCfcV'T, 

5 2 1 ZftLT. 4 M 2 0 1 KSfeRSnT 

%Wrty*~-*V M201S, 12 0 2 

ftTVSo fi7*^l 2 0 3£tt£*Eflffl©*ft 

[00 7 5] C0«fc3ftS*EflHf-— EXfcfcl^T, ffl 
A£>ffi*gBl l*>e>7x7"-9--Ml 2 0 3tC^LTsS§ 

2 o 3?s«*n<:n^0^t*v^ffiT?Bii*ns 
k, 7x7*-9— mi 2 o sfrbm&T-zft^y*-* 

V h 1 2 0 1 i/M/T/V-^Stft^a^-^ty^ 2 
1 %S£UTfiiiJSP4S*3tC§{i£ft3o COtfCS* 
cO?§fi^?)7 J -^<7)gfI©^|ll(CO^T{4, fuj£cQ07 

[0 0 7 6] Sfc, W±O»ffl0IJ«fl.fcfc, ±J£fiLA 



[0 0 7 7] 

§G*-y h7-*k£giWc]Si;/c7^Xg*<DfrJMf 

[0 1 ] *»woisattfi8*^-r r o v * 0 ( 1 ) 

[0 2] *a^OJia«fiE**-r^ny^BI (2) 

[03] *fMBOJBl««*SVr^ny^H (3) 

[0 4] *5»BOJSBl««*7R-r^ny*H (4) 

[0 5 ] £«0!l®l¥fflft*M6:7P y * 0 

[06] USS^^-y-X-f-y^y^'y^X (S 

SWB) a*!tf«J:tfX9ffl& 

[0 7 ] Hffil?ij£Dg^3iiJfflgBiJffi«B^0 ( l ) 

[08] mmm<Dmmmmmmftm®m (2) 

[0 9] (3) 

[010] mmmmmmmmm^mmm c 4 ) 

[011] *Sg^J©]iffli5ij^^-riyxxA0 ( 1 ) 
[01 2] nssw©afflffli*^^^f-i»Bi (2) 
[013] mmmic^r^mm^- Kfr&rtaa 
Ys\<DWnmm^.t7 d-0 

[014] ^Wcfc^TrtgKIffl^-Ffr^gra 

ft^e- K^\©^tTf^ie*^-r7P-0 
[015] nrnmommmmmv 

1 rtgP^-yh7-^7 
2 

2 1 -TV*-*^ 

2 2 "fyf-^yh 

3 (SJ9SB) 
3 1 T^yT^-M 

3 2 7.^-y^g$l]g|5 

3 3 (^2M>y77) 

3 4 ^7 77 (11^777) 

3 5 y-V-X-fyj-yftfyZZ (S SWB) 

110 1 /I/-* 

112 0 7x7"-t-M 

110 3 ;!/— £ 

110 4 a— if** 

12 0 1 -Ty^-^-y h 

1 2 0 3 7x7"+>--A 



(7) 



¥fffl 2 0 0 2 - 7 2 3 3 



[0 1] 



pmwM 



I I 

Ml 

SSWB 



1^3 



12] 



r — 



32* 



-3' | >-S 



qSfel» 

| TO* | 

SSWB 




WfH 2002-7233 



[05] 



1 1 opu\ 



-31 



i — 1_ 

L^r--fl^|- 



I NIC h 




CH6] 



r 



T 

Q Q 



FF 



|^SW1 SSWB SW2 



<swi £sv?2£®mi-z*ity i )v77ov7<anmm&> 



T 


Q Q ! 


0 




1 





#M 2002-7233 




CH8] 



J 



■31 



- | NIC 1 1 I/O 1 1 NIC 



stt-tisp 




T 

Q O 



SSWB 



-35 





(10) 



ftBII 2002-7233 



[09] 





2002-7233 




[01 2] 



fflx»sa 



Or 



SW+h 

6-i 



32 



, I *>*-*?HH 



□ 



r 1 l 



mo 



1202 



1203 



33 



lie 



F|_J~N-34 

A'*7?&tf I 

I 
I 



-33 



(12) 



f ffl 2 0 0 2 - 7 2 3 3 



[013] 



[014] 



c 



T 



I 



i 



I 



I 



I 



vmtvmmm 



i 

T 



I 





swt- 


1 


f 



( 



) 



¥fffl 2 0 0 2 - 7 2 3 3 



[0 1 5] 



ii 



"1 



A B C 0 E 



1 h 



.»s I i....f.?m. 



n 



n 



F Q H I 



J K 



n 



L M N 



ON 

-OFF 
-ON 

OFF 



SWT at** 



■ON 



-OFF 



<&m 2002-7233 



[fg^B] ¥f& 19^6^ 2 1 0 (2007. 6. 21) 

[^SB#^] #P*H2 002-7233 (P 2002-7233 A) 
[i^B] ¥il 4¥l^l IB (2 002. 1. 1 1) 

#11 2000-182015 (P2000-182015) 

G06F 13/00 (2006.01) 

H04L 12/66 (2006.01) 

H04L 12/22 (2006.01) 
[F I] 

G06F 13/00 351 Z 

H04L 12/66 B 

H04L 12/22 



[*imB] TO 1 9^4^ 2 6 B (2 0 0 7. 4. 2 6) 

i^mwiE i ] 
m#m i ] 

tuia^J©^StC^$nM*^/c{*T :, -^^giW-r§^2CDM«y^7' £, fflE 
ft l 0^7 7fcS2 0^y7 7i:i&)S» • fflWctzm l O^yfi, HulE^^J^I^B 

tm 2 commit %m%& • riM§^2(7)xY7f-i:, Mie^j®iss^e»(D^^ci:o 
m^m 3 ] 

[ft jRJg 4 ] 

inmm 5 ] 

3<D^v7Tt, mmm 2 ©Msg t mmm 2<Dx^y^t(Dm ic-mm £ m « 7 s — * *s 



